
  

to make out like a bandit

1. to get a lot of something for free
2. to make a large profit

Marriam-Webster
SINCE 1828



  

https://github.com/PyCQA/bandit



  

How does it work?

● parses source code
● builds abstract syntax tree (AST)
● applies checks
● generates report



  

How to get started?

sudo
pip
install
bandit

https://github.com/pipxproject/pipx



  

run bandit



  

hibpclihibpcli



  

Zope



  

automatic testing

● pre-commit
● continuous integration (e.g. travis)



  

even more security

● OWASP Top 10
● https://www.owasp.org



  

wrap up

● bandit is a static code analysis tool
● consider pipx for installing Python cli tools
● use pre-commit / ci for automatic testing
● have a look at OWASP



  

contact me

● Twitter: @jugmac00
● github: @jugmac00
● Web: jugmac00.github.io
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